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Madam Co-Chair Kozberg, Co-Chair Hauck, and other members of
the CPR Commission, | want to thank you for giving AeA the
opportunity to appear before you today to discuss the CPR Report and,
in particular, the important issue of California’s software procurement
policy.

Ae€A is the nation’s largest high technology trade association,
representing over 3,000 companies with 1.8 million employees. Our
members include companies that create proprietary software, open
source software (or “OSS”), and software containing both proprietary
and open source elements, as well as the hardware platforms such
software runs on. We therefore appear today with great interest in
California’s software procurement policy, and hope that our
experience and views will lend to the creation of a well-conceived
policy that allows the market to pick winners and losers and that best
serves the interests of California’s citizens.

Let me begin by emphasizing that we fully support the objective
of the CPR to ensure the most efficient use of government resources
to serve the people of California. We also agree that use of the best

software in government systems can help secure such efficient use of



government resources. Moreover, we agree that both proprietary (or
commercial) software and OSS are vital components of the software
marketplace, and having choice among such a wide selection of
software is vital to assuring important government procurement
objectives. We have concerns, however, that the CPR Report’s
emphasis on OSS does not provide a balanced picture of the software
marketplace and suggests an implied preference for OSS that could
lead state agencies to make poor procurement decisions.

The CPR Report assumes that OSS is a less costly alternative to
commercial software. Yet, the best way to achieve the efficient use of
state resources is through a highly competitive procurement process
that seeks to obtain the best value for the taxpayers’ money. In
determining the value of a particular software product, the State must
consider Total Cost of Ownership. This concept comprises many
elements, of which licensing fees typically constitute under ten
percent. Other important factors include the costs of training,
maintenance, repairs, and upgrades. It is not uncommon for the Total
Cost of Ownership of a commercial software product to be less than

that of an OSS-based alternative.



Moreover, the value of any software is determined by the quality
of the product delivered to the end user. Qualitative components of
value include reliability, functionality, security, availability, and
interoperability. Thus, any cost/benefit analysis of a software product
should include these qualitative considerations in addition to the
various cost inputs that compose the Total Cost of Ownership.

The CPR Report also suggests that open source software
necessarily is more secure due to scrutiny given the source code
before it is deployed. However, any information technology security
expert will tell you that all software — whether OSS or commercial —
faces security challenges. Only a combination of firewall, anti-virus
protection, and timely installation of patches can provide a reasonable
degree of security to any software program. Thus, the key is not just
how many people review the code for initial vulnerabilities - although
commercial software makers also have many layers of eyes reviewing
and testing their initial code - but rather how security is approached
holistically. There are many factors which impact the security of a
technology, and how that software is licensed is of marginal important

compared to the culture and competence of the specific developers



involved. Rather than blindly assuming one model is superior, each
product needs to be evaluated on its own merits; not just to identify
existing risks, but also to ensure proper systems are in place to
mitigate those risks once deployed.

Likewise, the Report highlights the advantages of software
customization, without discussing its attendant pitfalls. The Report
states that the openness of source code offers organizations the
flexibility to modify the code as needed for specific uses. Although
this feature may be beneficial in certain applications, in many
contexts the alteration of source code carries the potential to
significantly impede consistent system operability and functionality.
Moreover, when performed incorrectly, customization may result in
increased costs in the form of additional service and compromised
security. Such vulnerabilities make IT systems less stable and
reliable. Indeed, the past three decades have seen a movement
toward greater standardization for the very purpose of avoiding the
problems typically associated with customization. Again, this is not to
suggest that customization is necessarily problematic. We simply

emphasize that a technology-neutral procurement policy would favor



such characteristics only when they are consistent with the specific
IT objective at hand.

Finally, the Report ignores the incentives for innovation offered
by the commercial software model. Over the years, software
development has become a highly productive industry, generating
billions of dollars in tax revenue for our country’s state and federal
treasuries. This success is due in no small part to the efforts of
commercial software developers. By availing themselves of
intellectual property protections, these developers realize appropriate
incentives to continue the cycle of innovation. The assurance of an
adequate revenue stream enables software companies to conduct the
research and development necessary to continue to supply the market
with reliable, tested, and secure products that meet consumer needs
and demands. A procurement policy focused primarily or exclusively
on initial licensing cost would subordinate these quality-oriented
objectives to the sole interest of offering the lowest sticker price.
Such a system would stifle innovation over the long term, undermining
the industry’s ability to continue to provide the increases in

productivity that have become its hallmark.



As in any commercial environment, the market will achieve
optimum efficiency when it is allowed to function on the basis of free
and open competition. Any preference for a particular development or
licensing model will only impede that objective by favoring certain
products without regard to whether the market would choose a more
efficient alternative. And, make no mistake: We have serious
concerns that, by suggesting that state agencies broadly may benefit
from using software developed under the open source method of
development, the CPR Report expresses a distinct preference and
encourages decisions not based on objective criteria. By contrast, a
competitive, merit-based and technology-neutral procurement system
will yield efficient results on a consistent basis. Under such a system,
open source software may still be acquired and used where its overall
value exceeds that of its competitors, while commercial software will
not be excluded when it offers a greater overall value.

In closing, the AeA urges the Commission and the State of
California to consider the benefits, both to the government and to its
citizens, of a technology-neutral software procurement policy. The

State and the people will be best served by a system that allows for



maximum competition and the broadest possible spectrum of choices.

That is all the AeA seeks. Thank you.



